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- D iverse hardware to support diverse research needs (nearly 90% of today's publications)
- User por tals supporting exploratory research, novice users, mature users, as well as education, human user studies, and artifact evaluation
- Flexible secur it y and execution policies, including full isolation for risky experiments
- Reproducibi l i t y suppor t , incl. user action logging, artifact packaging and verification
- L ibrar ies of reusable research ar t i facts including complete experimental environments

Architecture and Capabilities

At-a-Glance
SPH ERE is a public research testbed funded by the N ational Science Foundation and built by USC-ISI, N ortheastern University, and the University of Utah 
- Provides access to diverse, user-configurable hardware, software, and networking resources through specialized user portals 
- Enables integrated, representative, and reproducible cybersecurity and privacy experimentation that allows researchers to build directly on the work of their peers 
- Supports a broad range of activities beyond research, including education, workforce training, cybersecurity exercises, and rigorous test and evaluation

Learn more and get started: https://sphere-project.net
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SPHERE: A Community Testbed for Reproducible 
Cybersecurity and Privacy Research

User Communities
RESEARCH ERS
- Conduct realistic experiments using diverse, user-configurable hardware and networks 
- Safely execute security-sensitive workloads, including malware and adversarial behaviors 
- Scale experiments from prototypes to larger deployments 
- Package and share reusable research artifacts to support validation and follow-on research
T EACH ERS AN D  ST UDEN T S
- Integrate hands-on cybersecurity experimentation into undergraduate and graduate courses 
- Use curated environments and intuitive interfaces without requiring local infrastructure 
- Deploy labs, assignments, demonstrations, and capture-the-flag exercises at scale 
- Align education with modern research practices and real-world systems

IN DUST RY AN D  GOVERN M EN T
- Test-drive and evaluate security and privacy solutions prior to deployment 
- Demonstrate and stress-test systems in realistic experimental environments 
- Compare approaches using shared, reproducible setups 
- Collaborate with researchers to validate and mature technologies

PAPER AUT H ORS AN D  ART I FACT  EVALUAT ION  COM M IT T EES
- Package experimental artifacts, incl. code, data, and workflows, in a common environment 
- Evaluate artifacts using shared, centrally managed infrastructure 
- Reduce setup effort and variability across reviewers 
- Improve transparency, repeatability, and confidence in experimental results

Getting StartedResearch Artifacts
SPHERE hosts mature research ar t i facts as community-accessible infrastructure resources 
- Support reproducibility, comparison, education, and extension of prior work
- Include software, data, workflows, and reusable experimentation environments
- Enable researchers to build on prior work

Current ar t i facts include security paper artifacts, CensorLab, reconstructed datasets, and a 
heavy-truck CAN  bus simulation environment
 

Request access to SPHERE resources tailored to meet your needs and expertise 
- Explore multiple user portals for research, education, and artifact evaluation 
- Deploy existing experiments or artifacts without building custom infrastructure 
- Use documentation and onboarding materials to quickly experiment
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