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Societal Need Research Need

e The global cybersecurity and privacy research community needs a common,
comprehensive, and representative research infrastructure that meets the
needs of all its members and enables reproducible science.

e Such an infrastructure must support realistic experimentation, foster widespread
collaboration, and accelerate the development of solutions that enhance
cybersecurity and privacy worldwide.

e Advancing research in cybersecurity and privacy is of critical global
importance for safeguarding people, infrastructure, and data worldwide.

* As societies grow increasingly interconnected and reliant on digital
systems, robust and reproducible research is essential to counter
evolving threats and strengthen the security, privacy, and resilience of
our shared global community.
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* Reproducibility support by research infrastructure
o User action logging to alleviate cognitive load
o Help package artifacts on SPHERE (including workflows)
o Automatically verify completeness of an artifact and: stability, consistency of results and portability

Collaborate with Us

e Graduate Students and Faculty Researchers can use SPHERE

Current Status
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* Government PMs can use SPHERE (or other Merge testbeds)
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 Artifact Evaluation Committees: authors can package and share
their artifacts and reviewers can evaluate shared artifacts in a common
environment
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* Designing CPS, embedded, and programmable enclaves
e Running control infrastructure and MAN, JUP, and EDU portals
e Piloting AEC portal, used for part of NDSS

Visit us at https://sphere-project.net
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